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Abstract

A technique to implement error detection as part of the arithmetic coding process is de-
scribed. Heuristic arguments are given to show that asmall amount of extraredundancy can be

very effective in detecting errors very quickly, and practical tests confirm this prediction.
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1 Introduction

Arithmetic coding for data compression has gained widespread acceptance as the right method for
optimum compression when used with a suitable source model [1]. However, the price paid for
high performance is extreme vulnerability to any errors that occur in the compressed text. Unlike
Huffman coding, which recoversquickly fromerrors[3], asingleinverted bit in arithmetically com-
pressed text corrupts all subsequent output. It thus seemsanatural ideato augment arithmetic cod-
ing with some form of error control.

The most obvious reason for wanting the source coder to act also as a channel encoder is that
software, hardware, or computation time can be saved by having a single coding engine that per-
forms both functions. But there are other arguments in favor of using arithmetic coding for error
control. Oneisthat the amount of redundancy included in encoded messages can be controlled asa
single tuneable parameter of the coding process, and, if necessary, varied adaptively to accommo-
date prevailing channel conditions. Another is that error checking can take place continuously as
each input bit is processed, so that errors are located quickly. Furthermore, an error’s location can

be pinned down to asmall interval, reducing the amount of material that requires retransmission.

2 TheBascldea

The essence of arithmetic coding is to partition the coding space according to the probabilities of
the next source symbol, the probabilities being obtained from a separate model. Redundancy is
introduced by adjusting the coding space so that some parts are never used by the encoder. During
decoding, if the number defined by the received encoded string ever enters the forbidden region, a
communication error must have occurred. In order to adjust the coding space, at regular pointsin
the encoding procedure the current coding interval isreduced by a certain proportion, which we call
the reduction factor. On decoding, the same reduction processis performed. The number defined
by the received string is checked after each reduction to seeif it lies within the reduced interval. If
not, an error has occurred. Redundancy is controlled by varying the reduction factor.

An alternative method of adding redundancy is to use an extra model with only two symbols,

encoding one of them periodically and signaling an error if the other isever decoded. However, the



chosen method has some advantages in implementation efficiency and control of redundancy.

When arithmetic coding is implemented in practice, both encoder and decoder maintain a cur-
rent interval within which all possible values of the encoded string lie. So long as no error occurs,
the encoder and decoder have identical copies of the current interval after each symbol has been
processed. The current interval, defined by its length § and lower bound /, undergoes a reduction
as each new symbol is processed. In order to use finite arithmetic (and also to allow incremental
encoding and decoding), it isthen expanded and the leftmost bits are passed out and transmitted by
the encoder (or discarded by the decoder). Expansion takes the form of doubling the interval, after
subtracting an appropriate offset. Since each doubling denotes the processing of asingle output bit,
thisistheideal point at which to introduce redundancy. Table 1 summarizes the procedure.

How likely it is that errors will be detected, and how long will it be before they are? It turns
out that the error detection behavior depends on the details of the model used. However, we give a
stochastic account of the expected behavior that turns out to be very well supported by experimental
results.

Consider what happens when an error occurs in a string being decoded. It resultsin the wrong
symbol being chosen by the decoder as the inverted bit is moved through the decoding register. (If
not, the error has no effect at all.) This means that the new current interval isincorrect. We regard
it asarandom interval sincethe bit in error can be of any significance. Decoding can continue, but
the input string will define a new random symbol with respect to this random coding interval, and
so the process continues. However, there is now a chance that the string being decoded defines a
point which isoutside the current interval onceit isreduced. We assumethat thisisarandom event
with probability 1 — R.

We are interested in the expected number of bits that are processed before the string departs
from the current interval, causing the error to be detected. If the reduction is performed once for
each bit that is processed, thiswaiting time is the expected number of trials before arandom event
of probability 1 — R occurs. Thisis distributed according to a geometric distribution whose mean

and standard deviation can easily be calculated.



3 Implementation I ssues

Choosing thereduction factor. Thereduction factor i determines the amount of redundancy in
the output, and also controls how quickly, on average, errors will be detected. Consider first how
much the output is increased by multiplying the interval by R for each bit produced. If the current
interval has length ¢, the number of bits required to represent it is 7(9) = —log,(d). After the
interval isreduced, I(R0) = I(R) + I(J) bits are needed to represent it.

For atypical implementation R will be close to one and so the extrainformation per bit issmall.
Writing 1/R = 1 + r, the approximation In(1 + z) ~ z yields I(R) ~ r/In2. Thusto add 2%
redundancy, choose R = 1/(1+0.00693z). For x = 1% thisevaluatesto R = 0.9931; for z = 2%,
R = 0.9863. The predicted mean time before the error is detected is1/(1 — R); 145 bitsfor 1%
redundancy and half that number for 2%. Thevalueschosenin area implementationwill obviously

depend on the error characteristics of the channel, but we regard these as reasonable exampl es.

Guaranteeing detection of singleerrors.  In many applications, errors are expected to be inde-
pendent rare events, in which case the most common kind of error isan isolated single-bit inversion.
In the scheme outlined above thereisno guarantee that thiswill be detected, becausethereisalways
asmall chance that the disturbed current interval will reunite with the correct one. This deficiency
can be rectified by feeding the output bits forward using a 1-bit register, transmitting the usual out-
put bit exclusive OR’ d with the previousone. Theinput isfed back at the decoder to undo the effect.
Then, single bit errors are propagated indefinitely. Thismeansthat even if the erroneous current in-
terval does reunite with its correct value, the decoder input will be complemented. The error will
eventually be found with probability that increases asymptotically to one with the length of input.
This procedure also guarantees that error bursts of odd length will be detected: even-length bursts
will be susceptible to the problem described above.

Thisideamay be exploited further by using aregister with more memory. A register which sim-
ply records the previous n bits and feeds forward the oldest one may be used during encoding. By
feeding back from such a register during decoding, any error pattern of length less than n would

always be remembered by the register and so guarantee that the error is detected eventually. Addi-



tional properties may be obtained by including feedforward from other positions.

Protecting the end-of-file marker. Because it is usually necessary to wait for some bits to be
processed before an error is detected, the last few bits of any compressed file are particularly vul-
nerable to undetected errors. A special EOF symbol is usually the last symbol processed during
encoding, and many errors can be caught by checking that the last symbol decoded when all input
bits are processed is indeed EOF. The probability of this symbol is implementation-dependent: it
may be varied adaptively. Since coding terminateswhen it is encountered, an error may cause EOF
to be recognized prematurely, truncating the decoded file with no apparent rrors. Therefore a spe-
cial check symbol, with very small probability, is encoded after EOF. For example, a probability
of 2716 resultsin an additional overhead of 2 bytes. On decoding, an error is reported if the check

symbol is not decoded immediately following EOF.

4 Empirical Tests

Experiments were conducted using a publicly available implementation of arithmetic coding! [2].
To incorporate the basic checking method, just two lines of code were added to the encoder and
three to the decoder. Further simple changes were required to include a check symbol for detecting
early EOF symbols, and a 1-bit feedback to guarantee detection of single-bit errors. We used the
simple adaptive model distributed with the software, which gives only modest compression; but it
is anticipated that similar results would be obtained with any other model.

Thetest input isatext file of Alicein Wonderland, whose 148,476 bytes reduce to 85,254 when
encoded with the adaptive model. Using the value R = 0.98633, the output length increased by
2.04% to 85,976 bytes. Single-bit errors were introduced into the error-protected compressed file
in 25,000 different bit positions. Every error was detected eventually by the decoder.

The upper part of Table 2 compares the observed mean and standard deviation with that pre-

dicted by the geometric distribution. Agreement is quite close. Moreover, the number of bits pro-

LA copy of the modified C programs may be obtained by anonymousftpfrom ftp.cs.waikato.ac.nzinthe

filepub/compression/error_coding.tar.gz.



Encoding

1. Define the reduction factor R. Its value

may be chosen either to fix the percentage
output redundancy, or to produce a given
mean number of bitsbefore an error isde-

tected.

. Whenever the current interval is doubled,
replace its value by the interval with the

same lower bound [ but of length RJ.

1.

Decoding

Define R asfor encoding and maintainthe

current interval in just the same way.

2. After the current interval has been dou-

bled and adjusted using R, check that the
point defined by the received string lies
inside the current interval. If not, an error

has occurred.

Table 1: Encoding and Decoding Procedures

Mean | Standard Deviation
2% redundancy || Predicted | 73.2 72.65
Observed | 79.2 70.26
1% redundancy | Predicted | 144.9 144.4
Observed | 164.1 156.3

Table 2: Number of bits processed before an error is detected




cessed before the error is detected was counted from when the error first entered the decoding reg-
ister, so there is no opportunity for it to have an effect until the next decoded symbol is cal cul ated
using the register. How long thiswill take depends on the model, but on average it might be around
half the average log of the symbol probabilities. This adjustment further improves the agreement.
The experiment was repeated using R = 0.9931, which produced an output of 85,082 bytes or
0.998% redundancy. The result, calculated using 20,000 trials, is also shown in Table 2. Finally,
experiments were conducted with no added redundancy at all. Single-bit errors were detected with
amean waiting time of around 2'¢ bits or 8 Kbytes. While unacceptable for most purposes, thisis
accomplished by a simple check during decoding without any change to the encoding procedure:
in effect, it is error detection for free and could be a useful safety net on long files.

No attempt has been made to minimize the computational overhead incurred by adding error
detection; results from our implementation indicate that it adds about 20% to encoding and 25% to
decoding time. It could be greatly reduced by applying the interval reduction process only periodi-
cally. For example, including a check after every tenth bit would reduce overhead to 2% or so, and

the only effect on error performance would be up to ten further bits before an error is detected.

5 Conclusion

Error detection can beincorporated into arithmetic coding in away that is effective and hasvery lit-
tleimpact upon performance. The probability of detecting an error issimilar to that of conventional
techniques such as cyclic redundancy checks. When correcting errors in acommunications (as op-
posed to a storage) environment, the new method improves significantly upon standard checksum
detection because it supplies information about the position of errors. For example, with 2% re-
dundancy, retransmitting only 320 bits on detection of an error will be sufficient to correct it about

99% of the time.
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