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Recommendation and Usage in the Digital Library

David M. Nichols, Michael B. Twidale and Chris D. Paice
Computing Department, Lancaster University, Lancaster LA1 4YR, UK

The movement from the physical to the digital library offers both dangers and opportunities.
Alongside the greater quantity of online material goes the problem of quality assurance: how

can be the information searcher be sure of the status of a document. We suggest that this be
addressed by supporting recommendations and that the key feature that links these
recommendations together is  that of usage. The main use of usage data within information
science is currently that of a research tool in the form of transaction log analysis. In a digital

library this data, together with other evaluations and recommendations, can enrich the existing
information structure.  Several approaches to the integration of usage data are described
together with their respective costs and benefits. The social implications of these possibilities

are discussed with particular reference to the privacy of usage data.

Introduction

The movementrom the physical to the digital librargffers both dangers and opportunities.
Alongside the greater quantity of onlineaterial go thewin problems of coping with this far
greater amount of materiahd of dealing with quality assurandeow can be the information
searcher be sure of the status of a document (or multimedia resource)? Users are in danger of being
overwhelmed both by the quantity of information and by its variety of formgaatity. There are
many existingsolutions to this problem ithe physicalworld that caninspire our designs for
addressing the problem in the digital world. One broad method is tretarhmendation

In the academic environment there are a wide range of fed#ibatesan beconsidered to convey
recommending information. These include personal recommendatiorigakdeviewswhile in
the case oftudentsyeading lists convey recommendations as to vitvatlecturer deems to be
significant. Implicit recommendations can lferred from such features #s provenance of an
item (saybeing in a peer-reviewed journal) or even its presence in a speldmbsy. A library
embodies thdistory ofthe purchase recommendationstbé librarians anathers in its current
stock. Inthe economy at large a recommendatiodustry ConsumerReports What Car?,
financial advisors,insurancebrokers, etc.) haarisen to guide consumers throutite myriad
options promoted by retailers and advertisers [Aldridge, 1994].

We suggest that the key featthatlinks these recommendations togethethet ofusage The
nature of usage can vary greatly depending on the objects under consideratsiocument this
can vary from glimpsing thatle to regular consultation of thiext. Recommendations oftesome
with an implicit notion of usage: a book review is predicated on the reviewer having rdsabthe
Usagedata carembody a recommendation with more credibility, hetimmeemphasisplaced on
testing by consumer magazines.

In physical libraries, examples of usage are the well thumbed volume, thehbboddlsopen at
an often referred tpage,and the often checked obbok with alarge number of recent return
stamps. Recording modetailedusage is not easgxcept at the point dforrowing avolume: by
contrast usage idigital libraries could be recorded in gredgtail. Themain use of usagelata
within information science is currently that of a research tool in the form of transaction log analysis,
or online monitoring (e.g. [Borgman, Hirsh and Hiller, 1996]).

In this paper we intend to explore the nature of recommendations and the value of usage data. We
examine the value afsagedata in combinatiomvith recommendations anekamine an approach



for generating recommendations from stand-alone usadg We considethe problems with
attempting to incorporate recommending into diditadaries, includingthe social implications of
these possibilities with particular reference to privacy and the ownership of usage data.

Recommendations

Recommendations are important because they are a general mechanigoping with
information. Theyenable informatiorsearchers to cope with greater quantitieslath and locate
desiredmaterial moreefficiently. Recommendations embody the experience and judgement of a
community and are the means by which membarsbenefifrom the prior experiences of others
[Grosser, 1991].

A recommendation is a communicated judgement on the fitness of an fobjadiven purpose.

It saysthatthis object, or set of objects, should be considered or be priordis®mee otherghat
may beconsideredThatis, recommendationaddress botlnecalland precisionThe information
user, the recommendee, may decide to act on the recommendation or not.

Studies of the information searchprocess have identified several differensources of
recommendations including subjddirarians, colleagues, othetocuments, bibliographies etc.
(e.g. [Bates, 1979a; Bates, 1979b; Kuhlthau, 188dnzel,1959]). Academicresearchersmake
substantial use atcommendations from thgieers [Menzel, 195%toan, 1984]Attendance at
conferences enables the informal meetings that lead to recommending events. By contrast beginning
graduate students lack this rich set of social links that yield personal recommendations and so could
benefit most from an automated system [Barry, 1996]. Whenking on a newfield of study the
contacts may well break down for all researchers.

Recommendations can clearly take mahysical and electronitorms, but there are common
elements that can be identified that highlight the different sociab that recommendations can
play. Table 1 shows several different dimensions along which recommendations can be compared.

Dimensions Details
Object
Type who, or what, is being recommended?
Recommender
Identity known, anonymous or aggregated?
Status is the person an expert on this type of object?
Experience evidence of knowledge of object (e.g. testing, usage)

Motivation (Bias)

does the recommender benefit, and if so, how?

Recommendation
Polarity positive or negative
Medium printed reviews, word-of-mouth, email, Web page
Aggregation several judgements may be combined
Truthfulness is the recommender mistaken or dishonest?
Strength is the recommendation tentative/ confident/ emphatic?
Input-cost what are the costs of receiving the recommendation?

Output-cost

Recommendee

Identity(ies)
Purpose / context

what are the costs of making the recommendation?

who receives the recommendation?
why might the recommendee be interested?



Table 1 Attributes of recommendations

As the variety of recommendation services in the econarigatesthere are recommendations
for almost every type afjood and serviceOften these ardrom known individuals: family and
friends, professionahdviser or public recommendatio(such asrestauranteviews). Informal
recommendations (or word-of-mouth) from family, friends and colleagues have been identified as a
major influence orconsumerspurchasing decisions [Walket995]. Users ophysical libraries
collaborate in their searches destiite lack ofany technological recognition in tisgstem design
[Twidale and Nichols, 1996; Twidale, Nichols and Paice, to appear]. Consunretailisettings
interactwith strangers in order tobtain evaluations on potentlirchasegMcGrath andOtnes,

1995].

For many types of potential recommendation we can see analogues ak¢hairexisting non-
technological interactions, but their effect can be made rbredder by theise of atechnological
medium. For example, a recommendation to a group of colleagues working on the same corridor is
similar to posting the recommendation to an appropridteenet newsgroupbut its effect is
magnified and involves passing the information on to people the recommender does not know.

An information searcher may be exposed to several recommendations of different strengths (and
polarities) for a particularobject, in which casehe will have to combine them into a single
assessment. This aggregation can also be performed by a recommender (such as a consumer testing
organisation), who synthesisssveral other informatiosourcesinto a single recommendation
(e.g. [Hill et al, 1995; Shardanand and Maes, 1995]). When recommendatiagg@gated there
Is a likely loss ofidentification; the recommender may be referred to as partgobwip (“ASIS
recommends this book”) or may be rendered anonymous.

As [Hill and Terveen, 1996] puts it, in describing the recent interest in social filtering:

a basic thesis of this work ... is thpérsonal relationshipare not necessary tesocial filtering. Infact,

social filtering and personal relationships can be teased apart and put back together in interesting new ways.
For instance, the communication of quality judgements can occur through less personal, or even impersonal
relationships, with Usenet news being example.

Existing sources offecommendations are often impersonal fdten they can bemade
personalised and adaptive new applications become possible. Print-based recommendations abound
but, as many are free text (e.g. book reviewsy are difficult (computationally) to combine and
personalise.

A recommender may haveasons fordeceiving the recommendee and even a trusgtulce
may only be passing on the unreliable evaluation of a third party. The credibility of a recommender
is greatly enhanced if they are relatipgrsonal experience of a product . #gch it seems
worthwhile toexamine theavays in whichinformation searchersecome aware asbjects,before
examining issues of credibility.

‘Discovery Model’

A personnormally goes through a series of stages in finding @obut an object. These
experiences mayary from simply being aware of an object’s existencasiog itevery day. In
general the interaction of a person (P) with an olfj¢rtmay be approximated by tlikescriptions
shown inTable 2. At eaclstage greatedetail is obtainedpoth fromthe intrinsic qualities of the
object and external recommendations.



Activity Response
glimpse P is aware of the existence of X

focusorignore
consider P looks at summary information about X

selector reject
examine P looks at detailed information about X

adopt or reject
use varies with the nature of X
assess P evaluates the experience of using X

endorseor not

Table 2 Simplified discovery model of a person (P) and an information object (X)

We do not wish to suggest that every discovery process goes thréingd aumber of stages;
some users may omit stages or only use a subset of the activitiethé\lse of an object may be
a complex activity comparedith earlier stages.The main point is thatisers displayncreasing
commitmento theobject the further they procedisroughthe process. Imparticular,the adoption
of an objectisplays alarge increase in the commitment to the object relative to the preceding
stages.

The discovery processay be illustrated by online searching in a bibliograplatabaseFirst,

the user glimpses a one or tle reference to a document among a list of retrievals: magbe

the title and authors. If it seems of possible intereste user asks tesee more information,
probably including an abstract. At a furtletage,the usermay examine the completedcument,

and if it indeed proves relevant, the document will be ‘adopted’. Thus, if the user has a ‘real world’
goal she may adopt some technique or object described in the docursbetjsfaracademic she

may cite the document in a paper. Obviously, during such a séaealser ismaking discoveries
about a whole set of items; many of which are rejected before the adoption stage.

Note that, at angtage duringhe discoveryprocessthe user’'s opiniorabout an object can be
communicated to someone else in them of a recommendation. Ahe time auser adopts an
object wesupposethat it indicates that they believe that it is Some wayrelevant to their
informationneed. Thignay be further indicated by repeatggk or a positive endorsement of the
object.

In addition, the level of commitment is an important qualifier torecommendation. A
recommendation that is accompanied by evidence of significant comm(ingntepeatedisage)
is likely to be regarded more highly than others. Although a recommender may be highly committed
to an object in theense obeing an experiencaaser whorates ithighly, in comparison tether
related objects, she may have other motivations besides the interests of the recommendee.

Credibility of Recommendations

An important and problematic type of recommendati@mnsists of those where the
recommender benefits in someay if the recommendee takes up the recommendation. The
recommendation of a shop assistant may be treated with caution where it is known or suspected that
they have a personal interest in encouraging the purchase of the more expptisiveAtleast in
such a case the direction of bias is known, and this can be factorédeiptorchaser’'s assessment
of the validity of theadvice. A moreconfusing case ariseshen the direction of thebias is
unknown. Arecent example in the UHKas been that of financial advicedvisers wergoaid



commission at different rates on different institutions' financial products, and so had an incentive to
recommend some products over others [Waine, 199t purchaser had no way of knowing the
direction and extent of any bias in the advice.

In the digital library a blatant example of the problem of liasld be an autharecommending
their own book. They may have the incentieoth of royalties and othe more intangible
enhancement of reputation knsuringthat their work is read and referred to moreften.
Recommenders can be motivated by many social pressures; to demonstratelsupglaatge, to
engage in social interaction and personal satisfaction [Dict2#66]. Indeed some people engage
in recommending activityvithout any prompting - [McGrath an@tnes, 1995] describthem as
‘proactive helpers’; dessintense version ofthe ‘market maven’ [Feick anBrice, 1987]. The
broader social context, especially whether the actors involved expect madipabcity, can affect
the flow of word-of-mouth information in complex ways [Frenzen and Nakamoto, 198&{ are
beyond the scope of this paper

In marketing, one method of describitige social influences ononsumers is to consider the
reference groups to whichthey belong. Reference group influences are of three types:
informational, comparativéaspiring to belike group members) andormative (conforming to
group norms) [Kelman, 1961]. In a study to examine reference groups [Park and Lessig, 1977] the
key elements reflecting informational influerfce a productcan be characterised as: people who
work with the product,family andfriends, professional associatiandependent testing agency
and observation of experts’ behaviour. In terms of Table 1, the attributes dfcommender were
key elements in the credibility of the recommendation.

Providedthat there is noeason taexpectbias, the statusof the recommender is an important
factor. Is the recommendation made by an expert or somea@wiodjudgement? This is not the
same as the experience of the recommendegersonmay have considerable experience of some
object but if they are emotional or impulsive their judgements may have little value.

Costs and Recommendations

Inevitably there arecosts associated with recommendati@activities: both the input-cost of
making the recommendation and thetput-cost of accessinfpe recommendation. Agrudin,
1994] has noted, a common reasondooperative computesystemdailing is that thecostshave
been too high relative to the expected benefitgsters,and also where those beariting costs are
different from those enjoying the benefits. In particular, a recommendatigmot bemade if the
cost experienced by the recommender is too high (or cannot be recouped). In tren&ahnical
output costsare relativelylow: recommending informatiooan beprovided as a supplement to a
search either as an adjunct to a(siich as aimple star rating) or by feeding into a broader
relevance ratinglgorithm. However, ithe recommendations are viewed as valuabl@digntial
recommendees then a recommender may try to charge a fee for access to them.

To address the input costs, and particularly the effort disparity between the recommender and the
beneficiaries, it is important to consider cagesg. usagedata) where the cost of providing the
information is near zero [Hill and Terveen, 1996].

The particular quality ofisagedata thadistinguishes it fromevaluative datgsuch asSeals Of
APproval [Roscheisen, Morgensen and Winogra895], ratings [Allen, 1990; Resnick et al,
1994; Shardanand and Maes, 1995] and new associfiiosk, 1945; Kantor, 1993Maltz and
Erlich, 1995]) is that the perceivedput-cost to the recommenderzasro. For example, users of
the World Wide Web are oftesurprised athe level of detail a Webervercan record abouheir
activities without any awareness on their part that their usage was even being logged.

Although there areostsassociated withusers’ activities (enteringqueries,Web surfing) they
may be personal benefits. A goodxample ofre-using this personal work i8Veb page
recommendatiorusing a work-group’set of Webbrowser bookmarKiles [Wittenburg et al,
1995]. The files are personally structured but the benefits are shared amongst the group.



The costs and benefits of anformation systenm(or sub-systemgan be viewedrom several
perspectives. Alongside the perspectives of the searcher and the recommtadesf ithesystem
owner orinformation provider. The system provider woulsheed to considethe costs (storage,
processing andnaintenance) and benefits (improved searching efficiency) of recommendation
functionality summed oveall the users ofthe system. Ascurrent trendsare towardsincreased
computing power and cheaper storage, we may expect systems costs to become less important with
the passage of time.

We now consider usage data and how it may be captured and reused in digital libraries.

Usage

Usage is one of the means by which information seartére theirmarks onthe systemshat
they interacwith. If recommendations are a mechanisnshareexperience amongst information
searchers then usage data is the raw material that the recommendations arpdraSée capture
of usage data is intimately connected toftiven of the objects that anesed. In ghysical library
there are severe limits to the information that can feasibly be captured. For example, the unrecorded
consultation of books that are never borrowed from physical libraries has produced several research
studies tadetermine its effecte.g. [Ross, 1983])Physical librariesare an example of physical
systems ingeneral: they are largelgmnesiac. Some physical obje¢esg. car tyres, carpets,
books) do retain some information abtheir use, often via frictionalwear. This observation has
led to the description dflistory EnrichedDigital Objects(HEDOs) [Hill and Hollan, 1994] -
encoding information about theiisage as part otheir structure. Howevermost physical
interactions between objects do not produce (re)usable information:

It is a truism to sayhat it is difficult toreuse what yowannot record butligital librariesoffer
such a huge shift ithe potentialfor recording and reusing usageta that applications never
considered before are now feasible. Inddkeyery technologythat allows the creation of digital
libraries also allows us to consider storing the large volumes of usage data that will be created by an
increasingly networked society.

Applying the HEDO concept to a documeiproduces ‘readvear’ [Hill and Hollan, 1992] -
where the reading of a document is recorded as part of the document. Viedwyitgldibrary as a
large HEDO leads to the question: can theage of aligital library be encoded as part of its
structure so as to aid information searchersatiempt toanswer this question we first consider
the type of usage data that can be recorded in a digitaty. Table 3showssome ofthe kinds of
usage data, with exampldbat may be available wesigners ofligital libraries. Some othese
types of data , such as purchasirgpeatedise andexplicit referencingare possible to record in
physical systems, although even thematy be exorbitantlgxpensive. Most, such as examining,
considering or queryingrenot. They canhowever be captured by transaction loggaygtems
(e.g. [Borgman, Hirsh and Hiller, 1996; Flaherty, 1993]).



Type of Usage Data Example

Purchase buys book

Assess evaluates or recommends

Repeated Use multiple check out stamps

Refer cites or otherwise refers to document
Mark Add to a 'marked' or 'interesting' list
Examine looks at whole document

Consider looks at abstract

Glimpse sees title in list

Associate returns in search but never glimpses
Query association of terms from queries

Table 3 Different forms of usage data that could be captured in a digital library

In terms of the'discovery model’ described earlier, differefirms of usagedata can be
(roughly) associated with differemgvels of commitment to thdocuments under consideration.
[Ingwersen, 1996] describes four cognitive structures of representation:

* Author-generated representations

» Automatically generated representations

* Indexer/domain expertise

 Searcher-generated representations

Each of thes@roduces differenforms of structurghat can beused in InformatiorRetrieval
(IR). In a computerised IR system the searcher-generated represertagioefiected in thasage
data. [Koenig, 1990inentions several approachést exploit searcher-generatexpresentations,
such asthe "or-group" thesaurus [Reisner, 196&uery-based usag#ata isrecorded sathat
keywords that have been "or-ed" together by previous searcdetsesuggested as synonyms to
later searchers.

Transaction logging data has largely been used as a researfRi¢eol1983], tanvestigate the
behaviour of users, identify common problems, improve system interfaces edtterativeview
is to see usagdata as dorm of metadatd Bohm andRakow, 1994] -enriching the database
[Hjerppe, 1989]. Foexample, [Sandore et al, 1993] suggesso@al rolefor the reuse of this
data:

one logicalapproach is to refin¢ghe interface sothat it can use transaction loglata to modify search
arguments to optimize the usessarchstrategy. An alternativapproachmight involve usingtransaction
log data to improve retrieval power in the search engine by enriching the “authority” of the database.

We now describe two related scenarios based on the social use oflasagecommending and
matchmaking.



Scenario 1 - Recommendation on the Basis of Usage

D1 D2 D3 D4 D5 D6 D7 D8
S1 - - - - -
S2 - - -
S3 - - - o
S4 - - - -
S5 - - e
S6 - -
S7 - - - -
S* - -

Table 4 An abstract representation of database usage

One application otisagedata isfor an IR system teecommend items tosers based oather
users' searches. To illustrate how this may work we consideabstract mini-databaseown in
Table 4. The database consists of 8 data items (D1 to D8). The database heseterrvdistinct
searchsessions (S1 to S&nd is currently beingsed in aighth (unfinishedyession (S*). To
simplify the exposition we consider that there is only one type of uwkdgea data iterhaseither
been used or not used. In practical terms this notion otaudd be regarded as equivalenthias
been returned in a user-specified search'. Each use of a data item is shown as a bullet; so in the first
search session performed on this database the searcher returned items D1, D4, D5, D7 and D8.

In the current search (S*) the searcher has retrieved data items D2 and D3. At this point we could
imagine the searcheansout of ideas andsksthe system for helpOne approach forthe IR
system would be to perforthe algorithmshown below(specific intermediateesultsare shown
for the database and usage history shown in Table 4):

(1) Compute the similarity between current search session S* and previous search sessions S1 to
S8, and generate a rank-list.

(2) Select the highest-ranked previous search session (S")
(3) Find any data items in S™ which are not in S* and recommend to user.

(4) If more recommendations are needed repeat from (2) for next highest paekiedis search
session.

Thus, if the similarity is simply a count of the number of itesingred between S* artde other
search sessions, S2 is selected as S™ (with count=2). S2 contains D6, which is nttierefoire
D6 is recommended.

The resulting recommendation is that of a data item (D6) that is connected to the items used in the
currentsessiorvia thepreviousactivities of othewusers. It is annferred recommendation rather
than an explicievaluation. This approach is based on a cluster hypotliesistemsfound in a
searchsession form aaturalcluster.The source ofthe clustering is irrelevant; items may have
found by a keyword search,c#ation search, aubjectsearch, a serendipitous find ettere is
evidence that multiple query representations improve retrieval results [Belin1&t95]; wewish
to emphasis¢hat differentuserscan be a valuablsource of queriethat are relatedo, but not
identical, toothers. The advantages ahis approachare thatsearcherscan retain anonymity
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(sessions need not be connected to individuals), the perceived input-cost to the searcher is zero and
the output-cost is low.

There are manpossible variations of thigeneralalgorithm. Different levels ofusage (such as
those in Table 3) may be recorded and may be combined in diffeagst Alternative definitions
of a 'session'may bepossible (such as a "searckicle" [Penniman, 1975]) andnore recent
sessiongnay be treated differently to oldenes. Inthe samevay usage within @ession is not
necessarily equal: daterusage will have been influenced by prior usfgergman, Hirsh and
Hiller, 1996]. Alternatively, usage information could besed in combination with more
conventional approaches such as keyword searching, thesauri and relevance feedback.

[Wittenburg, et al., 1995] describegestricted example ahis scenario, Group Asynchronous
Browsing (GAB); in terms offable 3 it isbased orthe ‘mark’ type ofusage dataWeb browser
bookmark files are shared and structured to create a soowasingspacefor a work group.Only
those Web sites whictine user hasadopted(by inclusion in a bookmarlkst) areconsidered, and
GAB does not explicitly include a clustering approach; rather it merges users’ bookmarks.

[Koenig, 1990] mentions several approachésat are similar in intention taisage-based
recommendation, such #se "or-group” thesaurus [Reisner, 1966]: where keywdldd have
been"or-ed" together byprevious searchemresuggested as synonyms. [Chalméngram and
Pfranger, 1996] describegveral technique®r including usagelata on a 3-D visualisation of a
database.

A problem thathas been noted by several researchersthat theseforms of social
recommendation rely on there beingraical mass of datalhe ANLI system [Kantor, 1993] has
usedthe hypothesised relationship betwe@ms borrowed bythe sameperson to"prime the
pump" of its recommendations between books. [Maes, 1994] uses virtual users based on keywords
or authors tocreate an initialbase of recommendations. A systdimat relies on explicit
recommendations (with an input-costth® recommendegtarts with nodataand is therefore at
risk of giving inaccuraterecommendations. In addition, users wiereive no benefits may
conclude the system does not work and stoptributing recommendations. Bpntrast, a usage-
based system (with no input-cost to the user) can calfaunobtrusively for econsiderabldime
before starting to issue recommendations.

An example ofusagecapture that is invisible tasers isthe access log of a WorlMVide Web
[Berners-Lee, Cailliau and Groff, 1992] server. User accesses from the logdda(bg clustered
and used to dynamically suggest a Web page on the basis of previous users activities. Furthermore,
experimentalesultsindicated thatclusters inthe user access patterns were not alwagparent
from the pre-existing structure (the links betwéempages) and would ndiave been discovered
without log analysis [Yan et al, 1996].

Scenario 2: Matchmaking on the Basis of Usage

The example above relies on user grouping but does not requinedigeto be identifiedVhen
users can be associatedvith their usage data additional functionality becomes available.
Matchmakinginvolvesthe introduction of peoplerho otherwise woulghot meet: it is aform of
recommendation involving people rather than inanimate matffiaier, 1995]. Arexamplefrom
the academiavorld would bethe introducing(perhaps at a conference) twio acadamics with
related interests as determined by a colleague of each.

Introduction agencies that perform matchmaking usually do so dma#iie ofthe characteristics
of their clients. These characteristics are uswuslf+provided [Zhou and Abdullah, 1995] and are
analogous to the keyword approach of traditional IR systems. By contrast, cagsiotethedata
shown inTable 4. If we examine theeven previous sessions we discotyt session 2 and
session 7 are highly similar. We may therefore, tentatively, that the users respongtxsddwo
sessions have a lot in common, and therefore (provided they both eandag introduced to one
another.
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The usage representationTiable 4 is extremelgrude. Areal applicatiorwould generate very
large amounts otlataalthough there may bscope forcombining sessionspoth by user and
session similarity.

Social Implications

We believe it is important to examine in more depth thgmossible herghe range of privacy
issues, the options for attempting to address them, pe@giesptions of th@roblems andvays
of involving users in the debate about whaadseptable téthem. The privacy ofusagedata about
both physical andligital libraries is of considerable concern ldoth librarians and computer
scientists [Kurth, 1993; Rosenbaum, 1996; Rotenberg, 1992].

Even if a computer systeoffers useful functionality, and iigterface is carefullydesigned so
that it is usable, it still may not be acceptable in a certain contesgeofinthe case osome of the
potential forms of recommending described in thgaper, akey feature ofacceptability (or
organisational usability [Kling and Elliol,994]) will be how the system addressdke issues of
privacy.

Systems that involve social informatics must address these acceptabilitythsguetate tanost
collaborative systems [Bellotti and Seller@93]. Weclaim thatmaking theuse ofmetadata about
usage behaviour of others is a formiraplicit collaboration. We catake a general principle of a
trade-off in such systems:

sacrificing privacy permits increased functionality

In the case of digital libraries we haseenthat if anonymous recording of usage is permitted,
then powerful recommending igossible. Ifnamed recording ofisage is permitted, evanore
powerful recommending igossible. Notehat encryption willnot solve thisparticular privacy
problem. Encryption can prevent third padavesdropping, but to providie functionalities
described the user needsnbakeher usage informatioavailable to thesystem and to trughat it
will not be misused.

The principle also applies in the case of non technological systems. Telling colleagues about what
you are working on in the hopes of getting recommending feedback, or even just didkengaa
for help clearly involves a loss of privatiyat may baegarded as undesirable and unacceptable in
certain contexts and circumstances.

For those advocating such functionality, a barrieadceptability isusers'(often quite justified)
fear that they are signing a blank cheque. In the physical world, the dedpgek of privacy(such
as being in an open plan office) is often blatanthedigitalworld it can be much morsubtle.
Users donot know whether by assenting toseemingly innocuousoss of privacy theyare,
unbeknownst to thentonceding a far greatéwss. If one does not trust developersetacroach
uponthe agreed extent of privadyss, itmakessense tdear and to refuse to assentany loss
even a loss that in itself is acceptable and it is agreed would bring clear benefits to the user.

It is useful to look at current practice to inform our understandintyesisues.The world wide
web, asnotedabove,already enablegsage monitoring to be undertakdime normal monitoring
information states the originatingachine. Thismay notserve to identify an individual, since
machines are shared and people may use more than one machine. Neverthéhéss,itweorthy
of note that so many people seem to be unaware of the monifoainglreadyoccurs. Inthe case
of certain commercial websites, particularly electronic news media, the user has to pre-register. The
registration process may require the entry of certain person information suceragilatdress or
even a postahddress awell as demographidetails.Clearly this informatiorcanprove of great
value to the website managers, allowing tracking not just within a single period of interaction with
the site, but across multiple interactions. Usage may be correlated either directly with other users by
similarity matches or with other external information absay demographics and purchasing
habits. The work omollaborative filtering[Resnick, et al., 1994] ialready being developed as a
commercial product to support personalised marketing.
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Clearly these aréssuesthat need greateattention. However we wish teecommend that an
acceptable system should at least:

1) Make clear to the user what is being done (nature of privacy lossyrgndAn elaboration of
this might be that if all loss of privacy is perceived as just that, a loss, then it also needsattebe
clear how the user is benefiting. time case of certain commerciaéb sitesmaybe the sacrificing
of privacy is regarded as acceptable for access to, for example, free high quality journalism.

2) Givetheuser adegree ofcontrol. Ininformationsearchingthe user must beble to easily
switch off and back on the activity recordinghey should also bable to retroactively decidibat
some sequence that has been recorded must be deleted. Likewise users should be able to control the
quality of the information recordeslich as whether it isamed oranonymised[Hill and Hollan,
1993] point out an important extension to this: that the choices about psivaaidthemselves be
private:

"The absence of history .... [should be] indistinguishable from inactivity"

Thatis, thatone should not bable tofind out that anothemperson has chosen to switch on

greater privacy.

There are other acceptability issues that do not relate to privacy. Here we consider one to do with
loss of control. Librariegheir content and organisation are traditionally controlledilimarians.
Mechanisms have been evolved to dedih objectionable(such as offensive or sensitive)
information. With the functionalitydescribedabove,the data availablencludes what people do
with the underlying dataiVhat if this metadata is irsome wayobjectionable to futuresers? For
example: a system with access to metadata could suggest keywords that were associated with those
the user haemployed so fafKoenig, 1990; Reisnerl966]. What if agroup of pranksters had
associated say racial terms with offensive words? Similarly, the common prejudices aiseeny
may build links between books by usage leading to recommendatitsibdr’ bookswhere the
linkage is offensive to others.

Libraries have considerable experience of dealing with sensiifg@mation. The main
differences with the examples here are firstly that it is a new technology and sdaberwdlyses of
offence come from usage (thetivity of theusers)rather than central acquisition or classification
decisions both of whiclareunderthe more immediateontrol of thelibrary. The examples have
more in common with providing access to email and the web for patrons [Rotenberg, 1992].

To address this problem we need as a minimum to explain to readerthevhedommendations
etc. actually mean; that they arague approximationthat may be similar isomeway. They do
not represent an official library view of how books should be categorised nor do¢aeythat the
books present the same argument or ererabout the santhing. Wemay also need to provide
means for deleting usage data for these reasons.

Conclusions

Recommendations have always been important,abeitexpensive to collect. The need for
recommendations increases witle growth insize and complexity promised kdgital libraries.
We have examined some of tissuesinvolved in recommending and have focused on usage as a
means of providing recommending informatidihile there are cleatost advantages including
addressinghe potential mismatch between tbests tothe recommender and the benefits to the
recommendee, there are implications for privacy that need careful consideration.
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